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* Network and security are more prevalent than the past due to increasing security attacks, increased regulatory 
presence, i.e. PCI, HIPAA, FISMA, FERPA, etc. 
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NOTE: These bullets are questions and not statements.  Questions explore.  Statements tell.  
“The art and science of asking questions is the source of all knowledge.”  Thomas Berger
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• Science DMZ as a slice
• Delivering Science DMZ as a Slice in the data center today
• now in a position to deliver Science DMZ throughout campus environment over appropriate 

hardware through traditional MPLS and virtual routing delivery
• one more piece of hardware needed to be able to deliver programmability to any directly connected 

equipment
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Major Research Instrumentation (MRI):  Apt:  Utah internal collaboration to create a profile driven testbed for 
network/security experiments and HPC development 

Enabling prototypes of dynamic bare metal HPC image with ability to expand/shrink and simultaneously 
supporting other experiments
Enabling multiple papers for various network and security experiments
https://www.aptlab.net/  --
http://www.nsf.gov/awardsearch/showAward?AWD_ID=1338155&HistoricalAwards=false
http://aptlab.net

Information Technology Research:  Cloudlab: Utah led collaboration to create a national profile-driven testbed 
supporting multiple hardware platforms and Software Defined Networking 

Enabling multiple papers for various cloud experiments
Enabling future prototype of dynamic HPC image in multiple locations
Enabling power investigation of low power processors in a cloud
https://www.cloudlab.us/  --
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KnowU Proposal: Collaborate with the UIT Network, Security, and Identity and Access Management teams to 
develop a prototype platform to explore emerging network technologies, and network and security management 
approaches in the context of the University of Utah campus network

KnowU Proposal IT Goals: 
• Experiment with using both “conventional” networking and software defined networking (SDN) approaches in 

the same network.
• Experiment with the use of “white-box” network equipment together with equipment from traditional 

vendors.
• Develop fine-grained security zone enforcement and monitoring mechanisms using SDN for both wired and 

wireless networks.
• Move towards automated network and security management

KnowU Proposal Research Goals
• Apply knowledge-centric approach to perform automated network management functions in a semi-

production network environment
• Develop network management application(s) to realize fine-grained security zones on both wired and wireless 

networks.
• Explore application specific monitoring and management. 
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Documentation:
• http://sdntraceprotocol.readthedocs.org/en/latest/
• https://media.readthedocs.org/pdf/sdntraceprotocol/latest/sdntraceprotocol.pdf
• https://bitbucket.org/dgurkan/sdntrace_protocol/overview

Original problem charter:
https://spaces.internet2.edu/display/sdn/Project+Charter+Draft
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Examples of other research that look at the network based on flows and how to automate network management, 
visibility, operations, etc.
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